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FIRST FIELD DEMOS OF QUANTUM
INFORMATION APPLICATIONS
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TESTING THE LIMITS A NOBELPRISET | FYSIK 2022

THE NOBEL PRIZE IN PHYSICS 2022

Quantum Communication field trials were motiva

* Quantum entanglement has no limits in time

* Einstein called it spooky action at a distance

Alain Aspect John F. Clauser Anton Zeilinger

) Université Paris-Saclay & J.F. Clauser & Assoc., University of Vienna,
Ecole Polytechnique, France USA Austria

Test at larger distances and faster speeds:

| Entanglement based QKD: Alice's Key
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QUANTUMTECHNOLOGIES

Do not undestimate the progress of technology
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2ND QUANTUM REVOLUTION (1980 -)

Control over individual Quantum systems
* Photons, electrons, atoms, defects in crystals, etc.

 Quantum Systems can act as information storage
and carrier

* Technological challenge: Creation, manipulation and
detection of quantum states

Quantum Technologies:

1) Quantum Computing

2) Quantum Communication
3) Quantum Sensing

Differences to our classical world

Important quantum-physical phenomena:
e Superposition: 0 and 1 concurrently
Quantum bit (Qubit)

* No cloning: Unknown quantum states cannot be

copied with 100% certainty

* Entanglement:

Correlated quantum randomness; ..

Einstein: ,,spooky action at a distance”




QUANTEN COMPUTING

Quantum computers use the Qubit as processing unit.

 The Qubit can be in a state of ,,0“ and ,,1“ simultaneously.

» Strong parallelisation of computation possible -> find solutions that are too hard (in time) for classical
computers

Application areas:

 Optimisation problems (e.g. logistics, Big Data, finance, forcasting, ...)

 Chemical and biological reactions (e.g. pharmaceuticals, material science, catalysts)
* Prime Factorization (cracks currently used cryptography)

 Quantum Machine Learning
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ASYMETRIC ENCRYPTION

Public Key Cryptography relies on computationally hard problems

PublicKey: n =p X g
- @ \ = p and q are two large prime numbers; n is
. - transmitted publicly to sender
= Plaintext Ciphertext Plamtext
=0 2 o
— 4, I Om Private key: p, g

[— 3’
Sonder Encrypt Decrypt — p and g are used to decrypt message
A Different keys are f

used to encrypt
and decrypt message

O= O

As long as p and g cannot be calculated from n, the procedure is safe.
Prime factorisation is (computationally) hard!

Source: Sectigo
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SHOR ALGORITHM FOR QUANTUM
COMPUTERS

Developed in 1994, Shor’s algorithm shows exponential speed-up for prime factorisation

CLASSICAL QUANTUM

What does it need to break a 2048-bit RSA encryption?
e 20.000 logical qubits (about 20 million pysical qubits)

* 0.1% error probability

e 8 hours
02/12/2025
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RECENT PROGRESS

Many different Quantum computing

companies on the market.

e Different physical realisation

* Current Qubit count between 20 and
1000

PHYSICAL QUBIT ROADMAP FOR QUANTUM COMPUTER
- HISTORY AND FUTURE

~r
ecnn

Graph below shows physicsl qubit roadmap (Note: for & quantum computer, 50 logical gubits minimum are required < it meany 50 GO0 physical qubits)
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TIME TO ACT NOW

Mosca’s Theorem:

M. Mosca

Lifetime of + Migration > Development of useful
secret time Quantum Computers

If this is true, you are in trouble...

02/12/2025 11



POST-QUANTUM CRYPTOGRAPHY

Post-Quantum Cryptography Standardization programme launched by NIST in 2016

PQC transition roadmap:

1994: Now: Mid-term:
Shor's algorithm Malicious LFT quantum
demonstrates actors can computers can
quantum vulnerability exfiltrate data farge signatures
of RSA, ECC, en masse for and read previously
Diffie-Hellman and so on later decryption 15 yea rs stored SNDL data
) | Time
- - -
RSA and ECC broken
Standardization for the post-quantum era
NIST has already MNIST will soon 3GPP, IETF, IS0,
standardized two standardize two to ETSI and others
stateful hash-based four PQC algorithms  incorporate NIST
signature schemes for key exchange and standards into
(SP 800-208) authentication, after higher-level
02/12/2025 a five-year process protocols 12
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QUANTUM COMMUNICATION

Quantum communication allows exchange of classical and quantum information.

Information carrier: Qubits (primarily photons)

Quantum mechanics guarantees that the exchange of information is absolute secure. Secure against all
classical and quantum attacks.

T

Application areas:
» Secure key exchange — quantum key distribution (QKD)

* Distribution of symmetric keys 0 e Tk
* Quantum random number generator — QRNG @ pamecm [ ) coneneneim [~ vnnt @ ~
* Multi-partite computation (e.g. secret sharing, oblivious transfer,...) & =
e Quantum Teleportation and Quantum Repeater

 Quantum Internet linking distributed quantum computers and sensors
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ADVANTAGES OF QKD

Long-term ITS — secure Dynamic
Security Encryption Keys

* Forward secrecy e Combination of QKD * Fast renewal of
* Guaranteed and one-time pad keys

safety for e Governments * 64GB! of AES

decades e Military encryption per
 Medical and e Critical key

biometric data infrastructure e Crypto agility

" https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
02/12/2025 14
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EUROQCI o EuroQC

An integrated satellite and terrestrial system spanning the whole EU for ultra-secure exchange of cryptographic keys
(Quantum Key Distribution)

Quantum communication infrastructure (QCl) is part of the European Cybersecurity Strategy and is to be integrated
in the new Secure Space Connectivity initiative ‘IRIS¥

EuroQCl space segment
Distribution of quantum-secured encryption keys on a
global scale

EuroQCl terrestrial segment
Federation of national terrestrial QCl networks with
cross borders connections

Keyl®Key2
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EUROQCI TIMELINE

2020 24 25 26 27 28 29 30
Studies
* Desigh & )

architecture DEP projects

experiment with QKD technology

Preparatory and first deployment phase
* Establishing first national networks to and CEF-II

DEP projects (2" phase)

Operational deployment phase

@:o EuroQCI
»

<
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* Operational deployment
* testing, validation and operationalisation
 cross border links

Full operation

Eagle 1 — First in orbit demonstration

Launch

Operations (IOV)

EAGLE-1

QKD system

SAGA mission

Operations




TECHNOLOGY

Advanced QKD ecosystem in Europe

Component suppliers

 (QKD-grade lasers, modulators, detectors

QKD system manufacturers
e High TRL, ready for deployment

* Key management system providers

e Build large networks with end-to-end encryption

QKD-ready encryption devices

 Seamless integration into existing communication networks
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USES CASES

QKD demonstration for medical uses-case
Secure storage and retrieval of medical data
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Dry-run of optical network

Players:

End-users and service providers:
* Medical University and local hospital
* Data center provider (CityCom)

Infrastructure provider:
* 2 Data Centers
* 4 fiber links (9 — 20 km)

Device manufacturers:

4 QKD links (IDQ)

* 4 pairs of layer-2 encrytors (ADVA)

» 2 secret sharing devices (fragmentiX)

02/12/2025
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NETWORK DEPLOYMENTS

Large QKD deployment in Madrid

* Use of Telefonica network
* 10 nodes

e 13 QKD links

* 7 Link encryptors

Cross-border demonstration
Italy — Slovenia — Croatia

e 200 km network

* 4 nodes

* 3 QKD links

* KMS layer

* Securing of VPN
connection
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Adv Quantum Technol. 2023, 6, 2200061
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TITUTE

WHAT MORE IS NEEDED —

C = (Kg*K, V(K 2K 1 K K ) = KoKy
Fully operational EuroQCI
Node N | ™\ Bob
SDN Controller \\ B
APPS Standard Ky oKra KoK — K
Protocol : /\ ’ 2
[ QKD ] | pac /] ' Koo I % Ky
b Key stats |/oo<o’ [/QKD »|Iomﬂ
S N Key requirements
Keys

Key Derivation
Function

Source-
Authenticated Key

Domain
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VISIONS

Last slide from my talk in 2005 in workshop on Crete: ... became reality in 2017

h chimps Joblo I Marine predators shipe
educa S o p o

Vision <

Alice

First European QKD

satellite (QUBE) was
launched in %lgust

2024
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VISIONS

Confident that by 2035 there will be an operational pan-European QKD network !

5
10 0
101

@ EU institutional seats

@ Further EU agencies’ sitas
@ Capitals

Q© Additional TESTA sites
@ GSA Sites

© Border nodes

e Further Inland sites

Not an actual deployment plan
© 41/48/49

maybe even more general quantum communication networks with applications beyond QKD
02/12/2025
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